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A B S T R A C T

The application of blockchain in food supply chains does not resolve conventional IoT data quality issues. Data 
on a blockchain may simply be immutable garbage. In response, this paper reports our observations and 
learnings from an ongoing beef supply chain project that integrates Blockchain and IoT for supply chain event 
tracking and beef provenance assurance and proposes two solutions for data integrity and trust in the Blockchain 
and IoT-enabled food supply chain. Rather than aiming for absolute truth, we explain how applying the notion of 
‘common knowledge’ fundamentally changes oracle identity and data validity practices. Based on the learnings 
derived from leading an IoT supply chain project with a focus on beef exports from Australia to China, our 
findings unshackle IoT and Blockchain from being used merely to collect lag indicators of past states and liberate 
their potential as lead indicators of desired future states. This contributes: (a) to limit the possibility of capricious 
claims on IoT data performance, and; (b) to utilise mechanism design as an approach by which supply chain 
behaviours that increase the probability of desired future states being realised can be encouraged.   

1. Introduction

Food supply chains have attracted research on improving food
traceability and provenance by integrating IoT with blockchain [1]. 
While these studies have proposed pairing architecture and analytical 
models to show the competence of integration, theoretical explorations 
are required to explain how to couple these two technologies, which is 
critical for going beyond pilots and use cases. Existing blockchain-based 
food supply chain projects predominantly focus on food traceability and 
seek to deliver something resembling absolute truth, and thereby 
‘solving’ traceability challenges of the grander claims [2,3] . There also 
appears to be a widely popularised myth surrounding features of ‘safe’ 
and ‘secure,’ which can be achieved by simply deploying blockchain to 
food supply chains. 

In the IoT and big data era, the old adage of ‘garbage in, garbage out’ 
(GIGO, or rubbish in, rubbish out – RIRO in the UK) usually describes the 
challenge that flawed or corrupt input data produces nonsensical output 
or ‘garbage’ [4] . If IoT is used as a data gathering tool and the block-
chain is used for distributed data storage [5], this does not necessarily 
prove that the food item itself has any of the attributes claimed by the 
data. IoT devices may be faulty or inappropriately deployed; they may 

be tampered with; communications may be intercepted and data ve-
racity compromised. These are well known security problems, which has 
occasioned an extensive literature in itself [6]. In this way, the issue of 
GIGO in blockchain-based food supply chains would be exacerbated 
when making sense of the tracking and tracking of a large bath of 
real-time data which is manifold and diverse, and often unstructured. 
Simply speaking, data on a blockchain may just be immutable, that is, 
very secure, garbage. 

In response to the GIGO issues in blockchain-based food supply 
chains, this paper focuses on a related aspect specific to the precarious 
data link between blockchain and IoT for improving data provenance 
and integrity. The investigation draws on our industry-based experience 
leading a two-year AUD 1.5 million project that involved the integration 
of IoT and Blockchain to track and protect the authenticity of Australian 
beef in the rapidly growing Chinese market. The economic significance 
of Australia’s beef export industry is illustrated by the fact that pre- 
coronavirus, Australia exported up to 80% of the total production, 
generating export value of AUD 10.8 billion in 2019 [7]. Yet, demand 
from markets like China placed increasing pressure on Australia’s supply 
capacity. This opens the door to food fraud, a USD 40 billion-a-year 
problem globally, which is risking Australia’s brand reputation and 
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value in China [8]. This problem illustrates the significance of our 
project and guides our research exploring the potential of IoTs and DLT 
to rebuild Australia’s beef supply chains to China. Our research indicates 
that food traceability and supply chain integrity can be improved by 
combining good science with decentralised cryptographic data plat-
forms based on mechanisms that go towards the creation of common 
knowledge. 

The contribution of this paper is threefold. We initially discuss how 
IoT and Blockchain address the issues of data provenance and integrity 
and illustrates the incompetent way of integrating IoT and blockchain. 
Second, we developed a design-led framework that was used to guide the 
development of our food supply chain project as a specific integration of 
IoT and blockchain to a particular food supply chain context. Third, built 
on our industry-based learnings and experience in the beef supply chain, 
we illustrate how the introduction of ‘common knowledge’ can funda-
mentally change oracle identity and data validity practices rather than 
seeking for absolute truth, and crypto economics. 

This paper is structured as follows. We first review prior work rele-
vant to investigating the issue of ‘garbage in garbage out’ using IoT and 
blockchain in supply chains. We then describe the approach we take to 
build our argument, which is theoretical in nature. Next, we report our 
observations and learnings from the Beefledger project that is a novel 
blockchain-based beef supply chain project combining IoT and block-
chain [73]. Built on the theoretically derived insights and practical ex-
plorations, we propose solutions for data oracle identity and data quality 
issues that occur when deploying IoT in the food industry before the 
conclusion of the paper. 

2. Prior Work

On two occasions I have been asked, “Pray, Mr. Babbage, if you put into 
the machine wrong figures, will the right answers come out?” I am not 
able rightly to apprehend the kind of confusion of ideas that could provoke 
such a question. 

— Charles Babbage, Passages from the Life of a Philosopher [9] 

In computer science and data science, the saying ‘garbage in, garbage 
out’ (GIGO) has been coined usually to illustrate errors in human 
decision-making due to faulty, incomplete, or imprecise data. In this 
article, we specifically look at the risk of faulty, incomplete, or imprecise 
data originating from non-human input, that is, IoT devices being fed 
into blockchain systems. In this section we briefly review recent studies 
relevant to these two main themes of this article: IoT and blockchain, 
both in the context of agriculture and cross-border food supply chains. 

2.1. Internet of things 

IoT is a cornerstone in the emerging Industry 4.0 landscape thanks to 
its capability to enable autonomous data collection and sharing with 
minimal human intervention [10,11]. However, multiple survey studies 
into IoT [12-16] indicate that while the IoT technology promises great 
opportunities for promoting industrial automation and intelligence 
across various domains, including cities and homes, environment 
monitoring, health, energy, and business, it inherently comes with a 
multitude of challenges due to their architectural styles and computa-
tional complexities. Data provenance and integrity in the IoT-run envi-
ronment is one of the most concerning challenges surrounding IoT 
[17-19]. The IoT devices produce data originates from dynamic real 
world and volatile environments and facilitate the communication with 
the physical world via the machine-to-human and/or 
machine-to-machine manner, which indicates the issue of data prove-
nance and integrity pertaining to data generation, data quality, and data 
interoperability [6]. The dynamics and heterogeneity of data from IoT 
sensors present multi-variable complexity [20]. The use of multiple IoT 
devices to track and measure different variables further exacerbates the 

complexity due to the variation of sensors and different data formats in 
use. Accordingly, data quality can suffer from missing readings, sensor 
accuracy and inconsistency, and ambiguity from large volumes of data 
[6]. These factors make it challenging to ensure data provenance and 
integrity. 

IoT devices have seen increasing applications in various stages of the 
food supply chain for real-time monitoring (e.g. of temperature and 
location) [5,21-23]. However, the mobility of supply chain assets and 
the continuously changing industrial environment, complemented by 
device faults, impersonation attacks or malicious data manipulation [17, 
19], make it difficult to assure data provenance and integrity in the 
supply chain context. The issue of data provenance and integrity is more 
challenging in international food supply chains because their complex 
and fragmented structure makes it more difficult to identify and track 
products and processes from farm to fork [24]. Further, a multiple 
supply chain environment can result in the problems of data ambiguity 
in machine-to-human interactions that cascades to the human data 
consumer that requires the data to meet certain criteria such as accu-
racy, timeliness, completeness and reliability to name a few [25,26]. 
Whereas in machine-to-machine interactions machines as consumers 
(in) require semantics to process the IoT data independently [27]. The 
balance between machine-to human and machine-to-machine in-
teractions can lead to interoperability issues of IoT data. Considering 
that IoT data is often – if not always – used as a combination of data from 
multiple sources, and given that this process relies on cooperation of 
mobile and distributed things, it often results in data incompleteness 
that can further compromise data integrity. The value of IoT in food 
supply chains has attracted several explorations in the literature 
[21-23]; however, the issue of data provenance and integrity in 
IoT-enabled food supply chains mostly remains unexplored. In response, 
this paper will conduct an exploratory research into this issue. 

2.2. Blockchain and IoT integration 

Since the invention of blockchain as a distributed ledger technology 
that can enable a time-stamped series of trackable and immutable data 
records in a decentralized network, a range of applications in many 
areas such as finance [28], design [29], and agriculture [30]. The 
decentralised, verifiable, and immutable characteristics of blockchain 
have seen it increasing adoption for improving supply chain traceability 
and product provenance [31-38]. Although Blockchain offers supply 
chain transparency and ensure the immutability of data recorded on the 
distributed ledger, there raises the concern about the integrity of the 
data relevant to supply chain events in machine-to-human interactions 
as it does not have the capability to ascertain the authenticity of data 
uploaded by supply chain actors [5]. The integration of IoTs and 
blockchain is proposed as a solution to ensure data provenance and 
integrity [5,17,19]. The use of IoT devices waive on-site or remote 
human intervention for data collection and transfer [23]. When the data 
stored on the blockchain system come from the IoT devices, rather than 
the input from humans, the risk of malicious data manipulation can be 
significantly minimised and accordingly the authenticity and trust of the 
data on the blockchain system can be improved. Some researchers argue 
the IoT system can also benefit from the integration with blockchain 
which has the capability to ensure information safe and secure through 
cryptography [39,40]. In this regard, the integration of blockchain 
technology and IoT is seen as an appropriate solution to address the data 
relevant issues of trust, security, privacy and integrity in the IOT enabled 
environment [41-43]. Although it seems that blockchain and IoT are a 
perfect pair in the digital world as they complement the limitations of 
the other, there are several challenges [44-46]. As previously noted [47, 
48], applying blockchain in IoT applications entails various issues 
inherent to blockchain technology, such as computation, storage, 
communication latency, and energy incompatibility. 
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3. Approach

One of the first industry deployments of IoT and Blockchain was in
the global diamond trade [49-51]. The application of IoT and DLT in 
diamond supply chains is different to food supply chains. The latter are 
usually characterised by high volume, low margin, diverse products and 
production processes (e.g. beef turns into steak, sausages, mince, etc.) 
and shorter lifespans viz. perishable or continually consumed [52,53]. 
While there are some emerging approaches involving novel IoT devices 
and forensic or analytical science such as Raman spectroscopy to analyse 
meat quality [54], identifying epigenetic markers as a proxy for a unique 
ID (‘nature’s own blockchain’) [55,56], and consumable food additives 
either as labels or as invisible taste-neutral traceable ingredients [57, 
58], the tight coupling between bits and atoms is far more difficult to 
achieve, cost-prohibitive, and arguably – as we outline below – not the 
only way to innovate food supply chains for integrity. 

This paper reports our reflections on empirical observations and 
learnings from our ongoing beef supply chain project with BeefLedger 
(beefledger.io), which is an integrated provenance, blockchain security 
and payments platform. BeefLedger is a general purpose technology 
platform project, utilising blockchain technologies, that seeks to harness 
a diverse range of product provenance information as a basis of 
improved payments and confidence amongst supply chain participants 
in the beef supply chain [73]. 

Through the BeefLedger project, we developed a platform by which 
consumers can validate the credentials of the product they are pur-
chasing, and drive efficiencies in the supply chain by reducing infor-
mation asymmetries between transacting parties. Different from existing 
work by [2,5], BeefLedger combines the blockchain’s attribute of being 

a robust validator of historic states (as a record of past events) and the 
power of crypto-economics to drive incentivised systems shaping 
behavioural optimisation in beef supply chains. 

We begin by presenting the design architecture for integrating IoT 
and Blockchain for supply chain event tracking and beef provenance 
assurance (Fig. 1), which has guided the design and deployment of IoT 
and Blockchain DLT in beef supply chain for the sake of data integrity, 
provenance trust and better social, ecological and economic outcomes in 
a broad range of industry and societal context. While the argument 
presented in this paper is grounded in learnings from empirical obser-
vations and research surrounding the BeefLedger project, our contri-
bution is better characterised as one of theoretical reflections. 

4. BeefLedger project-based observations and learnings

Ours are possibly provocative claims, particularly when much
discourse on IoT and blockchain in food supply chains revolves around 
ideas of re-instituting trust, and delivering transparency and truth. On 
these points we demur. Our learnings indicate that IoT and blockchain’s 
potential lies in the more feasible possibilities of improving food supply 
chain outcomes without the need to presuppose trust or truth. 

4.1. IoT and Blockchain in food supply chains 

Our project learnings of the integration of IoT and blockchain are 
generalisable to the context of food supply chains. Let’s begin by 
restating some fundamentals about blockchains and their properties: 

Fig. 1. BeefLedger’s Blockchain and IoT-enabled beef supply chain architecture. Source: authors.  
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i Blockchains are good at ensuring that the application data state is 
valid, that is, the state was matched with the virtue of a process that 
followed explicit rules. 

ii The process itself is transparent to the participating network of ac-
tors, so they can see what the rules are and how states transitioned 
from one to another.  

iii The states as recorded are irreversible and immutable.  
iv The data is censorship and fraud resistant, meaning altering or 

blocking data cannot be done singularly and capriciously. These 
properties are achieved by a consensus mechanism that enables the 
secure updating of a state in accordance with specific state change 
rules, where the right to perform the state update is distributed 
amongst a set of network agents. 

It is for these reasons that many have been drawn to the possibilities 
of IoT and Blockchain systems to deliver an immutable record of events 
in food supply chains. Here, claims around traceability are postulated as 
a core attribute of blockchains. Indeed, a data structure based on Merkle 
Trees and block hashes enables the ‘tracing’ of any state via its link to 
previous states and so on. This is a data traceability truism. It is useful for 
a host of reasons, predominantly enabling a proof of data state validity, 
and therefore a valuable attribute. In this sense, this is the ‘rear view 
mirror’ property of blockchains: They are a lag indicator, a record of the 
past, just like all other ledgers that came before it. 

Despite the merits of these attributes, they do not obviate the issues 
of data capture and the validity itself of the data submitter(s). This goes 
in the first instance to the garbage in, garbage out problem, and secondly 
to issues about the relationship between the digital and the physical 
world. These two points sit at the heart of most critical reactions to 
claims about food product traceability using blockchain, because – so 
the criticism goes – tracing data does not prove that the thing itself has 
any of the attributes claimed by the data, and that data on a blockchain 
may simply be immutable garbage. 

4.2. Transactional dependability in conditions of zero trust 

The mainstream literature posits that the deployment of blockchain 
technologies in supply chain ecosystems enhances trust between supply 
chain partners. Our learning is that it is about increasing transactional 
dependability in conditions of zero trust at best, and distrust or mistrust 
at worst, rather than the instituting trust in the first instance. Trans-
actional dependability refers to the presence of information asymmetry 
amongst participants as the basis of actor decision-making and conduct 
and the likelihood of actor behaviours and behavioural outcomes to 
meet required conditions. Should trust emerge at all via these dynamics 
and interactions, it is a by-product as an ephemeral condition produced 
through human interactions [29,59]. This is in contrast to non-trust 
relationships, such as between unfamiliar humans and between 
humans and non-humans (machines). Not unrelated is the idea that 
trustworthiness is a result of safety and dependability [60]. Market 
design, therefore, must be about safety and dependability for partici-
pants, and trustworthiness is a residual consequence. Sabel [61] in-
troduces the idea of “learning by monitoring” to explain successful 
collaboration, and signifies that trust is the consequence of learning 
embodied in ongoing monitoring. 

Supply chains in complex financialised economies largely do not 
presuppose trust to function. A key feature of successful economies is 
that they involve the ability for strangers to engage in commerce [62]. 
Thus, transactions – the flow of goods and services on the one hand, and 
the flow of funds on the other – typically involve strangers and institu-
tional agents. Functional supply chains require transactional depend-
ability in conditions of zero trust. A zero trust environment is 
characterised by the presence of fundamental uncertainty as opposed to 
simply the presence of calculable risk [63]. 

4.3. Transparency is not a precondition of trust and data integrity 

The integration of IoT and Blockchain in food supply chains can 
bring greater transparency to supply chain processes. However, trans-
parency may not contribute to higher levels of trust due to the ‘GIGO’ 
issue that is still unsolved in the Blockchain and IoT enabled beef supply 
chain. The higher level of transparency may even lead to lower levels of 
trust if data integrity is not assured. With this understanding, supply 
chain transparency is not a sufficient precondition of trust and data 
integrity, but is an indisputable precondition for accountability pro-
cesses. Much discussion [e.g., 64] claims that there is a significant social 
cost to establishing trust for supply chain transactions, via mechanisms 
and institutions such as ‘the rule of law,’ and various associated arbi-
tration and court systems, etc. Rather than the costs of establishing trust, 
these are better understood as the costs of dealing with the conse-
quential uncertainty of outcomes of non-trust and the costs exacted upon 
particular parties due to counterparty non-performance or change of 
circumstances. The existence of legally enforceable contracts, governing 
supply chain transactions, which include punishments in the event of 
non-performance, is symptomatic of a zero trust environment [65]. If 
parties trusted each other, there would be no reason for such contracts. 
Blockchains in supply chains will not hasten the demise of legally 
enforceable contracts. 

Transparency is a necessary condition for data dependability in 
conditions of zero trust. It is however not a condition of the existence of 
trust. When there is trust between two actors, transparency is not 
needed. In other words, when one’s word is as good as one’s bond, there 
is no requirement for transparency beyond the promise. Transparency is 
demanded, because there is no trust. For one party to “just say so” is not 
enough for the other to accept the claim or the promise. Where there is, 
at best, zero trust, actors demand a level of transparency that is not 
necessary where there is trust. Blockchains are dependable in conditions 
of zero trust amongst a network of strangers for the very reason that each 
stranger is both watching everyone else and is also being watched by 
everyone. (Again, if trust emerges then that is a by-product.) This is the 
panopticon effect of blockchain consensus algorithms [66,67]. 

5. Data integrity solutions and discussion

We proposed three responses to addressing problems of data integ-
rity: the identity of the data oracle (Section 5.1); the validity of the in-
formation based on notions of common knowledge (5.2), and; data 
integrity assurance mechanisms (Section 5.3). 

5.1. Oracle identity for data integrity 

Oracles – a source and communicator of data about things or situa-
tions – can be devices, actively or passively collecting data about certain 
things or conditions and/or some form of exogenous authority, e.g., a 
food certification, or by an act of law, e.g. food safety inspection. This 
data is foundational as a record of the past; and is also necessary to drive 
state changes via self-executing smart contracts. If the data source is 
exogenous to the blockchain itself, risks of false identities (imposters) 
and bad raw data exist. The relationship between the physical world and 
the digital ledger is what is at issue here. Because of this, some block-
chain critics argue that blockchains cannot deliver ‘true provenance,’ 
because that can only be delivered via forensic or analytical science. The 
problem is actually the epistemological claim itself, and neither the hype 
nor the critic can resolve the reductive conundrum. 

A food-laboratory-as-oracle cannot be taken as given. In the first 
instance, we have an identity issue. Fortunately, cryptographic tools can 
tackle this quite effectively. The second issue is that the knowledge that 
the lab produces in fact comes in the form of an artifact, which emerges 
through a set of procedures utilising a range of equipment, operated by 
certain lab personnel. The artifact is the lab report. All of these tech-
niques, implements and agents are situated in specific socio-economic 
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contexts, which can impinge on their conduct [68]. How is it that we 
accept that the lab technician undertaking the procedure is capable? In 
what ways can we be confident that the right procedure was followed? 
Do we know that the equipment was in good condition and was 
appropriately calibrated? When was it last tested? What economic 
pressure is there impacting the work of the lab? 

We actually do not need to solve this set of problems for blockchain- 
validated data to be meaningful in food supply chain authentication and 
state change processes, which support the core purposes of supply chains 
and can address sub-optimal outcomes occasioned by capricious action. 
A range of approaches can be mobilised to deal with risks associated 
with identities and data validity. From a blockchain point of view alone, 
We do not treat Blockchain in isolation from other approaches and adopt 
a pragmatic complementary approach, likening different interventions 
as threads that can assist in securing confidence in the food supply chain. 
Our project looks to things such as decentralised validation protocols for 
networks of devices (for instance), decentralised protocols for identity 
validation, multi-sig data proposal and game theory-inspired voting 
mechanisms on data proposals, and the introduction of cryptographic 
tools like Zero Knowledge Proofs to validate data oracles without 
compromising their status (and, therefore, opening them up to imposter 
attack risks). 

Within an IoT and blockchain-enabled supply chain environment, 
Blockchains can be used to prove when Oracle X sent a message and can 
also prove that Oracle X did not send a message. On this basis, block-
chain can prove that some set of messages is the entire set of messages 
that some set of participants sent. In other words, blockchain, combined 
with cryptography, can increase the extent to which users can have 
confidence that they are not being cheated. And if they are being 
cheated, they are not being cheated in isolation. This is because mes-
sages sent by Oracle X must assume the status of common knowledge. If 
we can be satisfied that a message (data) was made and sent by an 
oracle, and complied with the rules of the consensus algorithm, then the 
relevant socio-economic network – in our case, a network of food supply 
chain agents – can proceed with certain decisions and actions on the 
basis that the oracle and data are valid. In so doing, the message and its 
contents assume the status of common knowledge. Satisfaction that the 
identity of the oracle is valid is, in this environment, a question for the 
multitudes rather than something that can simply be asserted by way of 
fiat. 

5.2. Common knowledge for data validity 

Informational dependability is not about the absolute truth or the 
view from nowhere in any epistemological sense [69]. Rather, it is about 
the establishment of a body of common knowledge upon which actors 
can go about their business wherein the downside risks of action taken 
on the basis of asymmetric information relations is mitigated. Common 
knowledge is not the same as absolute truth [70,71]. Epistemology deals 
with the relationship between two domains; the domain of knowledge 
on the one hand (sometimes described as the thought or language 
domain), and the domain of the thing-in-itself (the physical world). For 
example, we accept the procedures of genetic testing as a means by 
which a knowledge about biological objects can be generated; or that 
chemical trace analysis makes certain truth claims about provenance in 
a very specific sense. With this understanding, we dispel the myth that 
deploying blockchain is about delivering an absolute truth. This is an 
important point in our argument and system design, because this also 
deals with a range of associated conflations that have resulted in a 
misdiagnosis of IoT and blockchain’s opportunities for better supply 
chain outcomes (the hype) and misplaced criticisms (the anti-hype). 

Common knowledge is the basis upon which much coordination 
between supply chain actors takes place. If a body of knowledge is 
accepted by a consensus mechanism to be valid, it then forms the basis 
upon which those actors who participate in the consensus mechanism 
can go about making decisions and undertaking actions. Blockchains 

and their consensus mechanisms are the means by which messages 
created and delivered are either rejected or accepted into the ‘cannon of 
common knowledge.’ We do not presuppose that common knowledge 
has any epistemological properties at all. If we err, we err together, is the 
consolation in these circumstances. For example, if traditional ap-
proaches to institutional sources of truth confer an authority status on 
certain agents, we have a need to validate the identity of the agent in the 
first place. But that still leaves open the question of the knowledge 
artifact. Whereas the agent may make a claim that its artifact is valid, a 
decentralised approach to common knowledge production would turn 
this authority on its head: only the multitudes can determine the validity 
of the artifact insofar as the applicable set of agents rely upon a common 
knowledge for action and coordination. In this case, we need to under-
stand that (a) the way in which common knowledge is accepted in a 
blockchain ecosystem makes no claims about truth or otherwise in an 
epistemological or positivist sense, and; (b) valid does not necessarily 
mean ‘Truth.’ On this basis, we only need valid common knowledge for 
food supply chain functionality. 

5.3. Data integrity assurance mechanism 

A data integrity assurance mechanism can be created with a data 
valorisation mechanism. Fig. 2 illustrates our data valorisation mecha-
nisms for the blockchain and IoT-enabled beef supply chain. Aligning valid 
data states with value distribution protocols implies the creation of new 
markets that facilitate adaptive behaviours towards new desirable out-
comes. We, therefore, introduce a powerful tool in food supply chains 
that is given rise to by IoT and Blockchain – namely, the possibility of 
creating coherent units of value via native cryptocurrencies, which 
could, perhaps, result in new behavioural ‘markets’ within food supply 
chain activities that reward valid data contributions and punish invalid 
(false) data contributions. The crypto economics dimension is forward 
looking, whereas for the most part, claims about the blockchain and 
what it can do for food supply chain veracity are focused on a block-
chain’s capacity to be a record of the past. What we can start to think 
through to design from a forward looking perspective, is how to maxi-
mise the probability that future desired states are realised and are 
relatively stable via the mobilisation of game theoretic ideas anchored in 
modes of behavioural incentivisation and dis-incentivisation [72]. 

Smart contracts (as persistent coded procedures stored and executed 
on a blockchain) are the state change tools to achieve these kinds of 
valorised links between actions and rewards. By aligning payments with 
realising desired future (data) states which are in themselves validated 
as common knowledge via blockchain protocols, one effectively has, 
prima facie, a mechanism by which behaviours can be shaped. Rather 
than presuppose the establishment of trust as a condition precedent of 
successful food supply chains, we posit behavioural dynamics that 
simply assume actors will prefer to avoid punishment or loss, and access 
rewards instead. We avoid the notion of ‘maximisers’ in any narrow 
sense. This is because we accept that actors in fact can and do frame 
rewards and punishments in complex, socially embedded ways, in which 
financial gain (loss) from a particular transaction is but one dimension – 
albeit in food supply chain calculus a crucial one. Data states have the 
validity and dependability of the blockchain consensus mechanism 
behind them. Furthermore, smart contracts are also executed on a 
blockchain so that the self-executing and self-enforcing properties are 
also quarantined from capricious alteration, censorship and malfea-
sance. Both of these properties are inherently capricious-proof. Another 
example could see the value of improved ecological outcomes in the 
production of food valorised and paid via explicit accounting, and the 
linking of consumer value and payment to activities (validated by data 
states) further up the chain. We could do similar things on the basis of 
data states about animal welfare as well as to reward actions that 
contribute to the provision of ‘healthy’ food versus ‘unhealthy’ food. 
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6. Conclusions

If blockchains can be valuable records of the past, from our
perspective, this is only the beginning of their potential. The capacity to 
formalise mechanisms for common knowledge formation amongst a 
group of agents opens up the possibility of not only historic validation 
but also the framing of desired future possibilities. Recalling that 
blockchains are good at ensuring data states are valid, we can now un-
shackle blockchains from being merely ledgers of the past and liberate 
their potential as specifiers of desired future states. Not only can desired 
future (data) states be specified, we can utilise blockchains to design 
mechanisms that link analogue behaviours in the wild to the realisation 
of desired futures wherein the extent of success can be confirmed by 
valid data states. We thus have the potential in the first instance to limit 
the possibility of capricious claims on performance; and secondly, we 
can design mechanisms by which behaviours that increase the proba-
bility of desired future states being realised can be encouraged. 

In summary, the capacity of IoT and blockchain technology to sup-
port food supply chain improvements comes not so much from the 
technology’s capacity to deliver a ledger of past events, though this is 
certainly useful especially in conditions where there are doubts about 
the product journey. Rather, it comes from the ability to deploy the 
technology in forward-looking ways to specify desired (future) data 
states and create incentive mechanisms by which actions required to 
meet those data states are economically justifiable. By removing or at 
the very least severely limiting the possibility of capricious action, the 
risks associated with incurring additional costs to pursue the required 
actions are also diminished. None of this presupposes truth or trust. 
Instead, the power of IoT and blockchains in food supply chains is pre-
mised on more mundane foundations: common knowledge and 
capricious-free dependability. 
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